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CHAPTER I  

INTRODUCTION  

  Every day, people are utilizing their mobile devices to capture the world around them. 

Whether for photographic, news, or even cataloging purposes, smartphones are essential parts of 

our day to day lives. Smartphone cameras in some cases are taking the place of traditional Digital 

Single Lens Reflex (DSLR) cameras due to ease or convenience. Our phones are also become 

recording implements for the world we encounter. The images captured on a smartphone, iOS or 

Android, have been used in law enforcement cases and judicial proceedings as evidence. Yet, 

forensic examiners are confronted with the challenge of verifying authenticity when it comes to 

smartphone images. Android image authentication in relation to screenshots vs phone installed 

camera images and what alteration clues can be deduced from these types of images is an under 

investigated focus. The topic of my research is image analysis in regards to 

Android native camera images vs screen capture images and the detection of alteration artifacts.   

Previous Research  

The study of mobile device forensics is an exercise in learning in an ever-changing field. 

One aspect of mobile device forensics that is beginning to get more attention and thereby more 

critique, is digital imaging and the ability to separate manipulated from original images. Liu et al. 

(2013) showed how, due to the role digital images play in investigations and public trust, being 

able to identify not only altered images from unaltered images is crucial, but also pinpointing the 

source of the image. This fit very well with the topic because due to mobile phone cameras being 

a convenient and capable alternative to traditional cameras, most digital images are created,  
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edited, and shared via these devices. The need to greater scrutinize the authenticity of such 

images is fast becoming essential for the forensic community.  

As previously mentioned, digital images are being used in legal and law enforcement 

cases as evidence, prompting the necessity of ensuring that forensic experts can identify integrity 

issues with images. To achieve that consistently, guidelines and standards are required to be 

adhered to for the entire forensic community. In the American Society for Testing and Materials 

International (ASTM) Standard Guide for Forensic Digital Image Processing, the framework for 

conducting digital image processing investigations is explained succinctly along with how 

obstacles and outside factors may play a role in the process. Directives on such matters as image 

enhancement, restoration, and compression standards along with standardized operating 

procedures are all clearly detailed and outlined to prevent confusion for examiners. (2022).   

As research was being conducted on Android image authentication, it was realized that it 

was unknown what, if any parameters or best practices, were established for the community to 

adhere to when conducting necessary examinations. The Scientific Working Group on Digital 

Evidence’s (SWGDE) Best Practices for Maintaining the Integrity of Imagery was an immediate 

source of clarification on how to address this issue. In examining digital images credibility, the 

article was very explicit in defining such terms as authentication and provenance, but also 

acknowledging challenges forensic experts may face when seeking to maintain image integrity in 

the field and investigations. Expectations of proper documentation, watermarking, and methods 

for evaluating accuracy were provided (2017).   

As a continued assessment of the research already conducted on smartphone camera and 

screen captured images, there was difficulty finding published work pertaining to the exact 

subject perspective. Next, the subject was widened to include just digital images and see what 
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similarities and correlations were encountered. Popescu et al. (2005) came to notice due to the 

analysis of how statistical information can be a more effective technique in digital image 

authentication than previously thought, especially in the absence of watermarks, signatures, or 

other tamper protection methods. This article pointed out authentication implements that can be 

used on most smartphones, specifically Android devices.   
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CHAPTER II 

MATERIALS  

The study would employ 03 Android phone brands and 1 model per brand (depending on 

available devices). Anticipated devices to be used in the study would be:   

• OnePlus 7  

• Samsung Galaxy A11  

• Google Pixel 7 Pro  

This would allow a comparison between different leading Android brand devices, the 

similarities, and differences in what is offered in image generated information. This will also 

allow a comparison of devices based on installed photo elements. Another advantage of the 

amount devices and amount manufacturers is the ability to critique the changes in the Android 

smartphone landscape in regard to settings and cameras.   

The research would utilize Google Mail or Gmail to export the images from the devices. 

The programs Hash Checker as well as Microsoft PowerShell would be used for hash verifying 

means. The program Forensic Image Analysis System (FIAS) is available via the University of  

Colorado Denver MSMF Remote Desktop.   

Data  

The focus of this research is to identify authentication indicators for Android installed 

camera derived images as opposed to screenshot images from Android devices. The research 

would utilize Android smartphones from 2 different manufacturers. First, on each device, 

compare the preinstalled camera/image settings along with what alterations are available.  
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Camera settings such as: Ultra Shot HDR, scene detection/smart scene recognition, location, etc. 

Image identifying information such as: serial number, Android version, build number, and 

camera type will be recorded for each device by manufacturer and model/series. Create SHA256 

image hashes utilizing the Hash Checker application available for download via the Google Play  

Store on each device for each image created.  

Next, with each device, capture images of the same subject with the same standard 

settings (no flash, no timer, wide-angle lens) and save the image as well as record the generated 

image information. Then, with each device, generate screenshot images of the same subject while 

recording what, if any, alteration options are available and record the image information created 

for each device. After accumulating the data for camera created images and screen captured 

images, compare while focusing on definitive delineations between the two types of created 

images.   
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CHAPTER III 

METHODOLOGY  

The experiment would start with collecting all the various smartphones. Once the devices 

are gathered, take a picture with each phone utilizing the preinstalled camera application of the 

same subject to compare photo information. The critical data to collect include image 

identification, image resolution, file size, if the maker and model of the device is identified, and 

the image histogram. Next, screenshots need to be created from the camera created image on 

each device. The process to create a screenshot on most Android devices is done in one of two 

ways, either pressing the power/lock screen button and the volume down button simultaneously 

or press and hold the power/lock screen button for a few seconds, then tap screenshot. Once the 

screen captures are created on each device, compare the screenshot image with the camera 

created image for variances and record the findings.   

Methods  

When considering which email services to use, Google Mail or Gmail was selected due to 

uniformity across devices and brand manufacturers. Next, with each separate device, select the 

screenshot of the camera image taken in the previous segment of the experiment and export it via 

email with Google. Once the exporting process has been completed, access the image 

information, compare the screenshot image with the downloaded exported image for variances 

and record the findings. Beyond critiquing just the images themselves for alteration, the research 

would also collect information on image identification, image resolution, file size, hashes, and 

the image histogram (if possible). Lastly, compare the available image information via the device 

installed gallery application (if possible) and Google Photos. A table would be generated for  



7  

  

  

each image subject, showing image name, whether camera or screenshot created, where 

information was gleaned and available information.  
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CHAPTER IV 

RESULTS  

The experiment began with the Samsung Galaxy A11 smartphone. One image taken and 

analyzed was of hand sanitizer bottles.   

Table 1. Hand Sanitizer Bottles  

Image Name  Camera  

/Screenshot 

Image  

Location  

(Gallery/Google 

Photos)  

Information  

20230821_112924  

 

Camera  Gallery  

 
Screenshot_20230821- 

113051__Gallery_Download  

 

Screenshot  Photos  
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Table 1. Continued 
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Next, we analyzed the images from the OnePlus 7 Pro. One such image was of a ceiling 

fan.   

Table 2. Ceiling Fan  

Image Name  Camera  

/Screenshot 

Image  

Location  

(Gallery/Google 

Photos)  

Information  

IMG_20231010_140219   

 

Camera  Gallery  

 

Screenshot_20231010- 

140729   

 

Screenshot  Gallery  
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Table 2. Continued 
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Table 2. Continued 

 

 

 

  

Lastly, analyzed the images from the Google Pixel 7 Pro, which does not have an installed 

Camera Gallery, instead all images are directly saved on Google Photos. One such image was of 

a trash can.   
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Table 3. Trash Can  

  

 

 

 

Image Name  Camera  

/Screenshot 

Image  

Location  

(Gallery/Google 

Photos)  

Information  

PXL_20230821_163926622   

 

Camera  Google Photos  

 

Screenshot_20230821- 

125045  

 

Screenshot  Google Photos    
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Table 3. Continued 
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Table 3. Continued 

  



16  

  

  

Results  

  After compiling, critiquing, and comparing all the information as well as images, a few 

things became very apparent. One, the way an image is created drives how it is labeled and 

where it is stored in Android phone devices. So, regardless of where the consumer may want to 

store the image, it will automatically characterize itself as a camera image if created via the 

installed camera or as a screenshot if created as such. Also, the difference in supplied information 

for camera created vs screenshot is eye-opening. Along with the variety in provided details about 

the images varying based on the manner of creation, the variety in Android devices in 

conjunction with the diversity in installed camera systems identify a true difference maker in 

regard to the ease for image analysis. When considering the three different manufacturers, 

timeframe of creation, and other factors, the information to be gleaned from each device is based 

largely on the type and age of said device. Lastly, with the abilities of Android devices to 

successfully have information forensically extracted, even if an image was tampered with or 

allocated to a destination not naturally expected, the extraction would provide definitive clues for 

diagnosing the truth.   
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CHAPTER V 

CONCLUSIONS  

When this research was begun on this topic, it was immediately apparent that a research 

problem pertaining to the lack of established data on Android smartphones and image 

authentication existed.  The researcher especially was curious about how the method by which an 

image is captured affects the information that is created and can be examined. Also, the inability 

to find a great deal of research on what happens to an image when it’s been sent via different 

means was present. While there is a good amount of attention being paid to image analysis and 

authentication overall, only a small measure of research has been paid to mobile devices, 

especially smartphones and even less on Android specifically. This is important and necessary 

because with so many different Android devices, and settings, we as forensic examiners need to 

be more aware and adept at recognizing telltale signs of image manipulation. For instance, when 

someone is missing and images are shared with the intention of spreading awareness and locating 

them, we must be sure that the image being presented is accurate to the person and not one that’s 

been altered indiscriminately to ensure maximum success. Another example is when Android 

images are used as evidence in criminal or civil cases. If forensic examiners are not able to 

confidently and expertly separate unaltered images from altered images as well as explain 

whether they were screenshots or camera images, then the credibility of not just that specific 

examiner but the entire multimedia forensic community will be called into question.   
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Future Research  

An area of future research is really digging into the different Android manufacturers and 

their systems for alteration clues that may be found in each device that is offered via that 

manufacturer. Such brands to study would possibly be Samsung or Google, due to the reach and 

standing of the brands in the Android world. There are also other issues affecting Android image 

authentication that will continue to be brought to the forefront, especially in conjunction with 

social media. Additional possible future research would be to create a camera image and then 

create a screenshot of the camera image. Next, perform some type of modification or edit on the 

original camera-created image and then critique the three different images for signs of 

alterations.    
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APPENDIX  

  

*GOOGLE PIXEL 7 PRO ADDITIONAL IMAGES, HASH VERIFICATIONS, AND FIAS 

REPORTS  
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*ONEPLUS 7 PRO ADDITIONAL IMAGES, HASH VERIFICATIONS, AND FIAS REPORTS  
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*SAMSUNG GALAXY A11 ADDITIONAL IMAGES, HASH VERIFICATIONS, AND  

FIAS REPORTS  
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